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(57) Abstract: A method, system, and computer program product for managing the storage resources is described. Service agents 
query devices of the SAN for status information. The service agents forward the status information they receive to a storage resource 
manager. The storage resource manager parses the parameters of the status information according to the devices to which they relate. 
The storage resource manager sends notifications to users when a parameter does not meet a predefined rule. The storage resource 
manager further translates the parameters of the status information to provide additional information for analysis. The system allows 
the user to provide instructions to alter the operation of devices based on information reported to the user by the system. The one or 
more devices are part of the storage area network. 
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Method, System, and Computer Program Product for 
Managing Storage Resources 

Background of the Invention 



Field of the Invention 

5 The invention relates generally to the field of storage area networks, and 

more particularly to the managing of storage resources in storage area networks. 

Related Art 

Traditional approaches exist for managing the integrity of storage devices 
in computer networks. These approaches generally the combined use of various 
10 hardware monitoring devices and software analysis applications. Administrators 

typically install a new or modified monitoring device or analysis application for 
every addition or modification to the systems of their storage area network 
(SAN). 

Additionally, administrators are faced with the often impossible task of 
15 achieving compatibility and functionality among the various systems in use in 

their SAN. For instance, a problem of maintaining the operational efficiency, as 
well as general health, including but not limited to data integrity and device 
stability, exists for administrators of SAN environments. For example, one 
device in the SAN may conflict with another device in the SAN. 
20 Therefore, in view of the above, what is needed is a system, method and 

computer program product for managing the storage resources of a storage area 
network. Furthermore, what is needed is a system, method and computer 
program product for monitoring and analyzing capacity, inventory and 
performance information concerning the general status of a data storage network 
25 to facilitate detection and correction of system irregularities, such as device 

failures. Still further, what is needed is a system, method and computer program 
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product for notifying users of system irregularities and reporting current system 
conditions and allowing users to provide, instructions to a system, method and 
computer program product able to update the storage resources of a storage area 
network. 

Summary of the Invention 

The present invention is directed to a method, system, and computer 
program product for managing the storage resources of a storage area network. 
Service agents query devices of the SAN for status information. In one 
embodiment, service agents use Simple Network Mail Protocol (SNMP) to query 
the devices. The service agents forward the status information they receive to a 
storage resource manager (SRM). In one embodiment, a communications module 
of the SRM handles the status information, which can also be sent using SNMP. 
The SRM parses the status information according to parameters (device type, 
device number, version, current temperature, etc.) and, based on that parsing, 
matches the currently status information with previously received status 
information. In one embodiment, a correlation module provides this 
functionality. The SRM sends notifications to users when a parameter does not 
meet a predefined rule. The SRM further translates the parameters of the status 
information to provide additional information for analysis. In one embodiment, 
the further translation is accomplished by one or more capacity management 
modules, and inventory and performance management modules. The system 
allows the user to provide instructions to alter the operation of devices based on 
information reported to the user by the system. The one or more devices are part 
of the SAN. 

In a further aspect of the invention, a graphical user interface (GUI) is 
provided by the SRM so that users can create login accounts for accessing 
components of the SAN. Further, the GUI provides both system and device level 
diagrams in a tree format illustrating device and event relationships. 



PCT/USOO/42337 



Additionally, the GUI provides users with the ability to search for specific kinds 
and types of components of the SAN. 

In a further aspect of the invention, the SRM enables a user to indicate 
code changes such as, but not limited to software upgrades, which can be 
obtained by the SRM from sources such as the SAN, the internet, or the global 
Internet. The SRM is then able to download these code changes to the devices 
of the SAN, thereby upgrading them uniformly. 

Further aspects of the invention, and further features and benefits thereof, 
are described below. The accompanying drawings, which are incorporated herein 
and form a part of the specification, illustrate the invention and, together with the 
description, further serve to explain the principles of the invention and to enable 
a person skilled in the pertinent art to make and use the invention. 

Brief Description of the Figures 

In the drawings, like reference numbers indicate identical or functionally 
similar elements. Additionally, the left-most digit(s) of a reference number 
identifies the drawing in which the reference number first appears. 

FIG. 1 illustrates a block diagram of an example storage resource manager 
in a storage area network configuration, according to embodiments of the 
invention; 

FIG. 2 shows a flowchart providing detailed operational steps of the 
service agents, according to an embodiment of the present invention; 

FIG. 3 shows a flowchart providing detailed operational steps of the 
storage resource manager, according to an embodiment of the invention; 

FIG. 4 shows a flowchart providing detailed operational steps of aroutine 
for updating storage resources, according to an embodiment of the invention; 

FIG. 5 illustrates a block diagram of an example graphical user interface 
of a storage resource manager, according to an embodiment of the invention; 
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FIG. 6 illustrates another block diagram of an example graphical user 
interface of a storage resource manager, according to another embodiment of the 
invention; 

FIG. 7 illustrates an event trace flowchart of the storage resource manager, 
according to embodiments of the present invention; 

FIG. 8 illustrates an example data communication network, according to 
an embodiment of the present invention; 

FIG. 9 shows a simplified five-layered communication model, based on 
an Open System Interconnection (OSI) reference model; and 

FIG. 10 shows an example of a computer system for implementing the 
present invention. 

The present invention will now be described with reference to the 
accompanying drawings. 

Detailed Description of the Preferred Embodiments 

Overview 

The present invention is directed to a method, system, and computer 
program product for managing the storage resources of a storage area network 
(SAN). The invention manages the storage resources of a SAN by monitoring the 
current operating conditions of the devices of the SAN. The invention also 
allows for those operating conditions to be altered, thereby allowing dynamic 
management of devices in the SAN. According to the present invention, 
information is recorded over time so that capacity, inventory, and performance 
of the SAN can also be determined. 

It is noted that embodiments of the invention are discussed hereafter in 
FIG.l, with reference to the flowcharts of FIGS. 2 - 4 and 7. Graphical user 
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interface (GUI) diagrams of FIGS. 5 and 6 are also mentioned. FIGS. 2 - 7 are 
discussed in further detail after a discussion of an example SAN environment in 
FIGS. 8 and 9. After the detailed discussions of FIGS. 2 - 7, an example 
computer system is described with respect to FIG. 10. 

FIG. 1 illustrates a block diagram of an example storage resource manager 
in a storage area network configuration, according to embodiments of the 
invention. Storage resource manager (SRM) 102 includes communications 
module 104, database 106, notification module 108, correlation module 110, 
reporting module 112, capacity management module 114, direct remote access 
manager module 116, inventory and performance management module 1 18, and 
control logic module 120. 

FIG. 1 further illustrates modules of the SRM which operate external to 
the SRM 102 in the illustrated embodiment. Service agents 124 and direct 
remote access console (DRAC) 126 are shown within storage area network 
(SAN) 122. A storage area network (SAN) is a sub-network of shared storage 
devices. While service agents 124 and DRAC 126 are shown external to SRM 
102, this is but one embodiment. One skilled in the relevant art, based on the 
teachings described herein, could implemented modules 1 24 and 1 26 within SRM 
1 02 (for example, through the use of conduits allowing for the sending of status 
information to service agents 124 within SRM 102). It is noted that FIG. 2, 
described in detail below, discusses a routine for service agents 124, according 
to an embodiment of the invention. 

In one embodiment, the service agents of the present invention can be 
implemented as device modules and device chains as described in detail in a 
commonly-owned U.S. Patent Application No. (to be assigned), (Attorney Docket 
No. 1942.0070000), entitled "Method, System, and Computer Program Product 
for a Data Propagation Platform and Applications of Same." 

In one embodiment, communications module 104 receives status 
information from service agents 124 within storage area network (SAN) 122 via 
a simple network mail protocol (SNMP). In one embodiment, service agents 1 24 
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and DRAC 1 26 are implemented in a customized switch at the network entry into 
the SAN. As such, modules 124 and 126 are able to use their network links 
(either to a local SRM or over the Internet) to transmit status information to 
communications module 104. Communications module receives the status 
information sent by service agents 124. In one embodiment, communications 
module includes the functionality of a SNMP server, such that it is able to both 
send and receive messages in SNMP. 

Database 106 receives status information from the communications 
module 104 and stores it for further processing. In one embodiment, database 
106 includes a structured query language (SQL) server with stored procedures 
(SPs) or rules for translating the status information in a format readily readable 
by other modules of the invention. FIGS. 3, 4, and 7 described these features in 
greater detail below. 

As discussed above, correlation module 1 10 receives status information 
from communications module 104 and parses the status information according 
to the type of information as well as the specific device to which the information 
relates. Correlation module 110 also accesses the stored information of database 
106. In one embodiment, correlation module 110 matches status information 
with stored information according to the SPs of database 106. 

Notification module 1 08 provides alert management functionality for the 
SRM 102. Notification module 108 accesses stored notification rules. In one 
embodiment, the notification rules are stored within notification module 108. In 
another embodiment, the notification rules are stored in database 106. The 
notification rules provide specific values for parameters of the status information. 
For instance, a notification rule can state that the fan speed of all the fans of all 
devices being monitored must be greater than 2000 revolutions per minute (rpm). 
If a fan's speed is lower than 2000 rpm then notification module 108 sends a 
notification to defined user devices 128. 

User devices 128 include handheld devices 130, phones 132, mobile 
devices 134, personal computers (PCs) 136, pagers 318, and personal digital 
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assistants (PDAs) 140. Description of these user devices 128 is provided for 
convenience only. It is not intended that the invention be limited to application 
with these devices. In fact, after reading the following description, it will become 
apparent to a person skilled in the relevant art how to implement the invention 
with alternative devices known now or developed in the future. 

Reporting module 1 12 provides a graphical user interface (GUI) through 
which users can access both the stored information of database 106 and the 
current status information received by communications module 104. FIGS. 5 and 
6 show example GUIs according to embodiments of the invention. In a further 
embodiment, reporting module 112 generates detailed analyses according to the 
information generated by capacity management module 114 and inventory and 
performance management module 116. 

Capacity management module 114 determines the overall SAN capacity. 
In one embodiment, the SAN capacity include network bandwidth and utilization 
determination. In other embodiments, electrical consumption rates (power) is 
also measured. The resulting data is hereinafter referred to as capacity 
information. Additionally, in embodiment, capacity management module is able 
to determine changes in the SAN's capacity over time by comparing current 
status information with stored information. 

Inventory and performance management module 118 determines the 
presence or absence of devices from the SAN, as well as the performance levels 
of those devices. In one embodiment, an absent device is given a null 
performance level. In another embodiment, an absent device is not evaluated for 
performance levels. In yet another embodiment, the absence of a device triggers 
a notification rule, described above, and recent performance levels are included 
in current reports to aid a user in understanding the absence of the device. 

Similarly to capacity management module 114, inventory and 
performance management module 1 1 6 is capable of accessing stored information 
from database 106 and current status information received by communications 
module 104. 
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Control logic module 120 enables the modules of SRM 1 02 to utilize the 
ports and memory of a personal computer (PC). In one embodiment, the modules 
of the SRM 102 are implemented in software, and control logic module 120 
fulfills the duties of an operating system capable of supporting the functionality 
described herein. 

In another embodiment, the modules of the SRM 102 are implemented in . 
hardware and control logic module 120 provides power regulations and port 
arbitration functionality. In yet another embodiment, the modules of SRM 102 
are implemented in a combination of hardware and software, and control logic 
module 120 provides all of the above-described functionality. 

Description in these terms is provided for convenience only. It is not 
intended that the invention be limited to application in this embodiment In fact, 
after reading the following description, it will become apparent to a person skilled 
in the relevant art how to implement the invention in alternative environments 
known now or developed in the future. Further detailed embodiments of the 
elements of SRM 102 are discussed below. 

Terminology related to the present invention is described in the following 
subsection. Next, an example storage area network environment is described, in 
which the present invention may be applied. Detailed embodiments of the 
routines of the SRM 102 of the present invention are presented in the following 
subsection, followed by exemplary graphical user interface of the storage 
resource manager. Finally, an exemplary computer system in which the present 
invention can be implemented is then described. 

Terminology 

To more clearly delineate the present invention, an effort is made 
throughout the specification to adhere to the following term definitions as 
consistently as possible. 
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A shared lOOMBps Fibre Channel transport supporting up to 
126 devices and 1 fabric attachment. 

One or more Fibre Channel switches in a networked 
topology. 

Gigabit interface converter; a removable transceiver module 
for Fibre Channel and Gigabit Ethernet physical-layer 
transport. 

Gigabit link module; a semipermanent transceiver that 
incorporates serializing/deserializing functions. 

Host bus adapter; an interface between a server or 
workstation bus and a Fibre Channel network. 

In Fibre Channel, a wiring concentrator that collapses a loop 
topology into a physical star topology. 

On a Fibre Channel network, typically a server or a worksta- 
tion that initiates transactions to disk or tape targets. 

Just a bunch of disks; typically configured as an Arbitrated 
Loop segment in a single chassis. 

Local area network; a network linking multiple devices in a 
single geographical location. 

A dedicated Fibre Channel connection between two devices. 



A free-standing Arbitrated Loop with no fabric attachment. 
An Arbitrated Loop device that does not support fabric login. 



An Arbitrated Loop attached to a fabric switch. 

An Arbitrated Loop device that supports fabric login and 
services. 

Redundant Array of Independent Disks. 

Small Computer Systems Interface; both a protocol for 
transmitting large blocks of data and a parallel bus 
architecture. 

A SCSI standard that defines transmission of SCSI protocol 
over serial links. 
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Storage Any device used to store data; typically, magnetic disk 
media or tape. 

Switch A device providing full bandwidth per port and high-speed 
routing of data via link-level addressing. 

Target Typically a disk array or a tape Subsystem on a Fibre 
Channel network. 

Topology The physical or logical arrangement of devices in a 
networked configuration. 

WAN Wide area network; a network linking geographically remote 
sites. 



Example Storage Area Network Environment 

In a preferred embodiment, the present invention is applicable to storage 
area networks. As discussed above, a storage area network (SAN) is a high-speed 
sub-network of shared storage devices. A SAN operates to provide access to the 

10 shared storage devices for all servers on. a local area network (LAN), wide area 

network (WAN), or other network coupled to the SAN. 

It is noted that SAN attached storage (S AS) elements can connect directly 
to the SAN, and provide file, database, block, or other types of data access 
services. SAS elements that provide such file access services are commonly 

15 called Network Attached Storage, or NAS devices. NAS devices can be coupled 

to the SAN, either directly or through their own network configuration. A SAN 
configuration potentially provides an entire pool of available storage to each 
network server, eliminating the conventional dedicated connection between 
server and disk. Furthermore, because a server's mass data storage requirements 

20 are fulfilled by the SAN, the server's processing power is largely conserved for 

the handling of applications rather than the handling of data requests. 

FIG. 8 illustrates an example data communication network 800, according 
to an embodiment of the present invention. Network 800 includes a variety of 
devices which support communication between many different entities, including 



businesses, universities, individuals, government, and financial institutions. As 
shown in FIG. 8, a communication network, or combination of networks, 
interconnects the elements of network 800. Network 800 supports many different 
types of communication links implemented in a variety of architectures. 

Network 800 may be considered to be an example of a storage area 
network that is applicable to the present invention. Network 800 comprises a 
pool of storage devices, including disk arrays 820, 822, 824, 828, 830, and 832. 
Network 800 provides access to this pool of storage devices to hosts/servers 
comprised by or coupled to network 800. Network 800 may be configured as 
point-to-point, arbitrated loop, or fabric topologies, or combinations thereof. 

Network 800 comprises a switch 812. Switches, such as switch 812, 
typically filter and forward packets between LAN segments. Switch 812 may be 
an Ethernet switch, fast-Ethernet switch, or another type of switching device 
known to persons skilled in the relevant art(s). In other examples, switch 812 
may be replaced by a router or a hub. A router generally moves data from one 
local segment to another, and to the telecommunications carrier, such as AT&T, 
Inc. or WorldCom, Inc., for remote sites, A hub is a common connection point 
for devices in a network. Suitable hubs include passive hubs, intelligent hubs, 
and switching hubs, and other hub types known to persons skilled in the relevant 
art(s). 

Various types of terminal equipment and devices may interface with 
networkSOO. For example, apersonal computer 802, a workstation 804, aprinter 
806, a laptop mobile device 808, and ahandheld mobile device 8 1 0 interface with 
network 800 via switch 812. Further types of terminal equipment and devices 
that may interface with network 800 may include local area network (LAN) 
connections (e.g., other switches, routers, or hubs), personal computers with 
modems, content servers of multi-media, audio, video, and other information, 
pocket organizers, Personal Data Assistants (PDAs), cellular phones, Wireless 
Application Protocol (WAP) phones, and set-top boxes. These and additional 
types of terminal equipment and devices, and ways to interface them with 
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network 800, will be known by persons skilled in the relevant art(s) from the 
teachings herein. 

Network 800 includes one or more hosts or servers. For example, 
network 800 comprises server 814 and server 816. Servers 814 and 816 provide 
devices 802, 804, 806, 808, and 810 with network resources via switch 812! 
Servers 814 and 816 are typically computer systems that process end-user 
requests for data and/or applications. In one example configuration, servers 814 
and 816 provide redundant services. In another example configuration, server 
814 and server 816 provide different services and thus share the processing load 
needed to serve the requirements of devices 802, 804, 806, 808, and 810. In 
further example configurations, one or both of servers 814 and 8 1 6 are connected 
to the Internet, and thus server 814 and/ or server 816 may provide Internet access 
to network 800. One or both of servers 814 and 816 may be Windows NT servers 
or UNIX servers, or other servers known to persons skilled in the relevant art(s). 

In FIG. 8, appliance 8 1 8 is connected to servers 814 and 816, and to disk 
arrays 820, 822, and 824. Preferably, appliance 818 has a fibre channel switch 
or other high-speed device used to allow servers 814 and 816 access to data 
stored on connected storage devices, such as disk arrays. 820, 822, and 824. 
Further fibre channel switches may be cascaded with appliance 8 1 8 to allow for 
the expansion of the SAN, with additional storage devices, servers, and other 
devices. As shown in example network 800 of FIG. 8, appliance 818 is also 
connected to a hub 826. 

Hub 826 is connected to disk arrays 828, 830, and 832. Preferably, hub 
826 is a fibre channel hub or other device used to allow servers 814 and 816 
access to data stored on connected storage devices, such as disk arrays 828, 830, 
and 832. Further fibre channel hubs may be cascaded with hub 826 to allow for 
expansion of the SAN, with additional storage devices, servers, and other devices. 
In an example configuration for network 800, hub 826 is an arbitrated loop hub. 
In such an example, disk arrays 828, 830, and 832 are organized in a ring or loop 
topology, which is collapsed into a physical star configuration by hub 826. Hub 
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826 allows the loop to circumvent a disabled or disconnected device while 
maintaining operation. 

Disk arrays 820, 822, 824, 828, 830, and 832 are storage devices 
providing data and application resources to servers 814 and 816 through 
appliance 818 and hub 826. As shown in FIG. 8, the storage of network 800 is 
principally accessed by servers 8 1 4 and 8 1 6 through appliance 818. The storage 
devices may be fibre channel-ready devices, or SCSI (Small Computer Systems 
Interface) compatible devices. Fibre channel-to-SCSI bridges may be used to 
allow SCSI devices to interface with fibre channel hubs and switches, and other 
fibre channel-ready devices. One or more of disk arrays 820, 822, 824, 828, 830, 
and 832 may instead be alternative types of storage devices, including tape 
systems, JBODs (Just a Bunch Of Disks), floppy disk drives, optical disk drives, 
and other related storage drive types. 

The topology or architecture of network 800 will depend on the 
requirements of the particular application, and on the advantages offered by the 
chosen topology. One or more hubs 826 and/or one or more appliances 818 may 
be interconnected in any number of combinations to increase network capacity. 
Disk arrays 820, 822, 824, 828, 830, and 832, or fewer or more disk arrays as 
required, may be coupled to network 800 via these hubs 826 and appliances 818. 

The SAN appliance or device as described elsewhere herein may be 
inserted into network 800, according to embodiments of the present invention. 
For example, appliance 818 may be augmented by other SAN appliances to 
provide improved connectivity between the storage device networking (disk 
arrays 820, 822, 824, 828, 830, and 832), the user devices (elements 802, 804, 
806, 808, and 810) and servers 814 and 816, and to provide the additional 
functionality of the appliance 818 of the present invention described elsewhere 
herein. 

Communication over a communication network, such as shown in 
network 800 of FIG. 8, is carried out through different layers. FIG. 9 shows a 
simplified five-layered communication model, based on Open System 
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Interconnection (OSI) reference model. As shown in FIG. 9, this model includes 
an application layer 908, a transport layer 910, a network layer 920, a data link 
layer 930, and a physical layer 940. As would be apparent to persons skilled in 
the relevant art(s), any number of different layers and network protocols may be 
used as required by a particular application. 

Application layer 908 provides functionality for the different tools and 
information services which are used to access information over the 
communications network. Example tools used to access information over a 
network include, but are not limited to Telnet log-in service 901, IRC chat 902, 
Web service 903, and SMTP (Simple Mail Transfer Protocol) electronic mail 
service 906. Web service 903 allows access to HTTP documents 904, and FTP 
(File Transfer Protocol) and Gopher files 905 . Secure Socket Layer (SSL) is an 
optional protocol used to encrypt communications between a Web browser and 
Webserver. 

Transport layer 910 provides transmission control functionality using 
protocols, such as TCP, UDP, SPX, and others, that add information for 
acknowledgments that blocks of the file had been received. 

Network layer 920 provides routing functionality by adding network 
addressing information using protocols such as IP, IPX, and others, that enable 
data transfer over the network. 

Data link layer 930 provides information about the type of media on 
which the data was originated, such as Ethernet, token ring, or fiber distributed 
data interface (FDDI), and others. 

Physical layer 940 provides encoding to place the data on the physical 
transport, such as twisted pair wire, copper wire, fiber optic cable, coaxial cable, 
and others. 

Description of this example environment in these terms is provided for 
convenience only. It is not intended that the invention be limited to application 
in this example environment. In fact, after reading the description herein, it will 
become apparent to persons skilled in the relevant art(s) how to implement the 
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invention in alternative environments. Further details on designing, configuring, 
and operating storage area networks are provided in Torn Clark, "Designing 
Storage Area Networks: A Practical Reference for Implementing Fibre Channel 
SANs" (1999). 

Storage Resource Manager Embodiments 

The method for the storage resource manager of the present invention are 
described in more detaiL These method embodiments are routines that described 
herein for illustrative purposes, and are not limiting. In particular, the present 
invention as described herein can be achieved using many orderings of the steps 
described herein. 

Furthermore, the method of the present invention as described herein can 
be implemented in a computer system, application-specific box, or other device. 
In an embodiment, the present invention may be implemented in a SAN 
appliance, which provides for an interface between host servers and storage. 
Such SAN appliances include the SANLink™ appliance, developed by 
StorageApps Inc., located in Bridgewater, New Jersey. 

Storage resource manager 102 provides the capability to monitor and 
analyze information concerning the general health of a data storage network to 
facilitate detection and correction of system irregularities, such as component 
failures. 

As discussed above, the SRM 102 of the invention monitors and records 
information regarding performance of the overall storage network (system level) 
as well as individual components of the network (device level). The SRM 102 
automatically and continuously gathers hardware and software configuration 
information, performance information, as well as operational events data, for 
purposes of reporting and storing that information to a database, such as database 
106. In one embodiment, database 106 is a centralized database that stores 
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information regarding the storage area network, which can be analyzed in support 
of management decisions affecting the network. 

Furthermore, the SRM 1 02 of the invention analyzes network information 
based on a knowledge-base of historical data (stored information) on networks 
(e.g., cause-and-effect data). In one embodiment, the SRM 102 of the invention 
is programmed to alert the user to possible future problems. This analytical 
capability facilitates intelligent and informed management decisions that improve 
the architecture and performance of the overall network. Storage resource 
management provides a number of desirable storage functions, including the 
following: 

Notification (Alert Management): 

The SRM 102 of the present invention detects errors or failures. The 
SRM 102 also detects trends that may lead to or signify the likely occurrence of 
an error or failure. In embodiments, notification module 108 determines if a 
condition or device parameter signifies an error or possible error, based on 
notification rules. In one embodiment, upon detection of an actual or potential 
problem, the notification module assigns a severity rating to the problem based 
on the degree of the deviation from the standard supplied by the rule. Depending 
on the severity of the error, the SRM can initiate the proper remedial response 
according to embodiments described with respect to FIG. 4 and 7. 

As described above, the SRM 102 of the present invention provides both 
real-time information and information that is stored for later analysis. The SRM 
102 regularly polls the various components of the storage area network, and 
measures performance criteria such as data throughput. In one embodiment, 
service agents 1 24 provide this polling and measuring. The detection of any error 
or failure by the SRM 102 triggers an immediate notification to user devices, and 
thus users themselves. In one embodiment, the information can be reported in 
real time to users via user devices 128 having Internet or other telephonic 
connectivity. 
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In another embodiment, general system or network configuration 
information is sent to database 106 at regular fixed intervals, where the 
information is stored for subsequent analysis by reporting module 112. 

In one embodiment, status information is transmitted to the database 106 
via a direct connection or the Internet over SMTP/e-mail. The communications 
module 104 provides built-in mail processing functionality that allows users to 
log remotely the status of service calls into the database 1 06 via user devices 128. 
In a further embodiment, the SRM 102 allows users to disable temporarily 
specific notifications for a period of time. 

Capacity Management: 

In one embodiment, the capacity management module of the present 
invention can assist users in conducting "what if scenarios to plan for future 
growth of the storage area network* 

Inventory (Asset Management): 

The SRM 102 of the invention has detailed information about the entire 
storage area network and is able to determine when changes made in the network 
(e.g., added components and upgrades) occur by changes in the status information 
when compared with stored information. Thus, by recording such changes in the 
database 106, the inventory and performance module 118 of SRM 102 is able to 
informusers of the current and historical inventory of the network in terms of its 
configuration and composition. 

Performance Management: 

In embodiments, the SRM 102 of the invention correlates and associates 
performance events with certain known problems. This cause-and-effect 
capability allows the system to detect problematic trends, and therefore recognize 
diagnose actual and potential problems. In one embodiment, inventory and 
performance management module 118 provides this functionality. In another 
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embodiment, module 1 1 8 is able to forward performance information to reporting 
module 1 12 for delivery to user devices 128. 

The invention also takes advantage of the versatility of the Internet and 
the user-friendliness of web pages. In embodiments, information gathered by the 
SRM 102 of the present invention from the storage area network can be made 
directly available to user devices 128 via the Internet in an easy to use and 
understandable format. For example, a user can access the status information arid 
receive notifications through an authorized web page via a mobile device 130. 
Through a dynamic web-based GUI, the user can search the SAN for information 
on a component-by-component basis using a graphical network representation 
described below with respect to system tree 518 of FIG. 5, and device tree 618 
of FIG. 6. 

Referring to FIG. 2, a flowchart describing a routine 200 for service 
agents according to an embodiment of the present invention, is shown. 

In step 202, service agents 124 monitor the storage area network. 
Typically, servers, storage devices, and network devices are able to report on their 
current operating conditions. While the protocols and formats and content of 
their report differ from device to device, the information is available. In one 
embodiment, the service agents are made of up one or more service agent threads 
which are designed to monitor the specific protocol, format and content of a given 
device. In all, the number of service agents used at a given moment depends 
largely on the number and kinds of devices being utilized in the SAN. 

In step 204, service agents 124 obtain device information from the devices 
available on the SAN. In one embodiment, service agents can be instructed to 
ignore certain devices. 

In step 206, service agents 124 obtain SAN information from the SAN 
appliance. In one embodiment, the service agents 124 are executed on the SAN 
appliance which can serve as switch 8 1 8 in FIG. 8, thus performing as the point- 
of-entry for the SAN. 
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In another embodiment, the service agents 124 are executed on the SRM 
1 02 and connect to the SAN to obtain the SAN and device information. 

In step 208, service agents 124 determine status information based on the 
obtained device information and SAN information. In embodiments, the service 
5 agents 1 24 combine the device and SAN information and tabulate the information 

so that it can be transmitted via a standard protocol. 

In step 210, service agents 124 forward status information. In one 
embodiment, service agents 124 forward the status information to the 
communications module 104 of SRM 102. 
10 Referring to FIG. 3, a flowchart describing a routine for the storage 

resource manager, according to an embodiment of the invention, is shown. 

In step 302, SRM 102 receives status information from service agents 

124. 

In step 3 04, SRM 1 02 accesses stored information from database 1 06. In 
1 5 one embodiment, current status information is added to the stored information so 

that other modules of SRM 1 02 can access the information directly from database 
106. In another embodiment, the modules of SRM 102 are able to access 
database 1 06 for the stored information, as well as communications module 104 
for current status information. 
20 In step 306, SRM 102 correlates the status information and the stored 

information. In one embodiment, correlation module 110 performs parsing 
operations to align the parameters of the information according to defined 
categories. For example, system temperatures are aligned for easy checking to 
see if a notification rule requires the sending of a notification (that is, a system 
25 has a temperature which is outside of acceptable limits). 

In step 308, SRM 102 determines capacity information. In one 
embodiment, the capacity information includes projected limits on the number 
of devices for a given network, projected bandwidth requirements, and projected 
resource utilization levels. 
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In step 310, SRM 1 02 determines inventory and performance information 
by comparing status information to stored information and providing variances 
and changes. 

In step 312, SRM 102 accesses notification rules that define values for 
which a notification is required to be sent to selected user devices 128. In 
embodiments, notification rules track network and device status, as well as data 
status information. For example, several notification rules are based on values 
for: Central processing unit (CPU) temperature, motherboard temperature, fan 
speed, network utilization, hard disk storage capacity, operating system type, and 
hardware configuration. These examples are not intended to limit the application 
of notification rules. Alternate notification rules will be apparent to persons 
skilled in the relevant art(s) based on the teachings contained herein. For 
instance, one can provide a notification rule where changes in the amount of 
physical memory on a devices triggers an alert (from a rule matching values for 
hardware configuration). 

In step 314, SRM 102 determines required notifications based on 
notification rules. 

In step 316, SRM 102 forwards required notifications to selected user 
devices 128. 

In step 318, SRM 1 02 accesses reporting rules that define the format and 
associations of the various devices of the SAN. 

In step 320, SRM 102 determines required reports based on the reporting 
rules. The following list includes some example reporting rules that are not 
intended to limited the invention but to show the invention's functionality and 
ability to provide accurate information. 

In one embodiment, reporting rules are run against all incoming 
notifications. More specifically, each reporting rule is applied by running its 
stored procedure on the notifications until all reports are applied or the list of 
alertable notifications reaches 0. If there are any notifications left after the 
reporting rules are applied, then the remaining are forwarded in a report. 
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In an embodiment, new reporting rules can be added to the invention. 
Reporting rules can also be disabled. The following list identifies several 
example reporting rules : 

Alertable Notification Reporting Rule - Notifications that are specified as 
not alertable are removed. This reporting rule is set at the component type and 
severity level. If an notification comes in with a component type and severity 
level that is specified as not being alertable, then the notification is removed. 

Disabled Notification Reporting Rule - Notifications can be temporarily 
disabled at the appliance and component level An entry can be made in a table 
to disable notifications concerning a component in a device for a set number of 
hours. In one embodiment, when this reporting rule is applied to the incoming 
notification, the notifications that fall within the disable period are removed. 

Outdated Notification Reporting Rule - Notifications are removed if the 
date of the notification is older that the device's setup date. This is meant to 
remove notifications that the SRM received before the most recent setup date 
(where the device's configuration may have been altered).. 

Duplicate Notification Reporting Rule - Duplicate notifications are 
removed. 

Duplicate Alert Interval Reporting Rule - There is a global setting per 
company which allows someone to set the time interval in which the system will, 
not send duplicate reports. This reporting rule removes notifications that fall 
within the interval specified. 

Sensor Override Reporting Rule - Sensor notifications are reported out 
based on sensor override threshold values set by the user. If a fan sensor warning 
comes in from a device and the sensor override threshold table indicates that the 
fan speed falls within the user's override setting no report is forwarded. 

Moreover, some examples of the additional reporting rules and 
combinations thereof are: 1) The ability to disable individual alerts; 2) the ability 
to allow users to subscribe to alerts; 3) state driven alerts. (Rules of this type 
would suppress things like hardware failures until the state of the hardware 
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changes.); 4) placing thresholds on alerts so a user would get an alert after a 
certain number of occurrences of the alert; 5) alert correlation - ability for a 
combination of alerts to be reported as something different than a series of alerts 
(For example, a fan speed of zero along with a power supply voltage of zero and 
no network presence from the device would lead to a single report to a user that 
the device appears to be disabled or without power and not several alerts about 
the various notifications received). 

In step 322, SRM 102 forwards required reports to selected user devices 
218. In one embodiment, the required reports are forward to a Web site or 
similarly functioning component of reporting module 112, where users can use 
a user device 128 to access the reports. 

Referring to FIG. 4, a flowchart describing a routine for updating storage 
resources, according to an embodiment of the invention, is shown. 

In step 402, SRM 102 receives updates from a user device 128. In one 
embodiment, the updates include instructions for the altering of the configuration 
of the devices in the SAN. In another embodiment, the updates include 
instructions for the addition of new devices to the SAN. In yet another 
embodiment, the updates include instructions that tell the SRM 102 to obtains 
update information (that is, code changes, software upgrades, patches, and/or 
other fixes). 

In step 404, SRM 102 revises stored information and rules to reflect the 
updates received. 

In step 406, SRM 1 02 obtains update information. In one embodiment, the 
update information is obtained from other Web sites on the global Internet. In 
another embodiment, the update information is obtained from a device on the 
SAN. 

In step 408, SRM 102 forwards updates. In one embodiment, the 
communications module 104 of the SRM 102 communicates the operating 
changes to the devices of the SAN. In another embodiment, the communications 
module 104 utilizes the service agents 124 to communicate with the devices of 
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the SAN. In yet another embodiment, the direct remote access manager module 
(DRAM module) 1 1 6 is used to communicate the updates directly to the DRAC 
126. The DRAC 126 therefore provides the altered operating and configuration 
information to the devices of the SAN. 

In step 410, SRM 102 forwards update information to the devices of the 
SAN. In embodiment similar to those of step 408, the SRM 102 provides the 
update information obtained in step 406 to the devices of the SAN. 

It is noted that FIG. 7 provides an alternative embodiment of FIGS. 3 and 
4. Referring to FIG. 7, an event trace flowchart 700 of the storage resource 
manager, according to embodiments of the present invention, is shown. 

Storage area network (SAN) 702, storage resource manager (SRM) 704, 
and user (706) are delineated in order to emphasize, in this embodiment, the 
separation of the steps described in FIGS. 3 and 4. 

In step 708, service agents forward status information from the SAN 702 " 
to the communications module of SRM 704. 

In step 710, SRM 704, similar to SRM 102, receives the status 
information. 

In step 712, SRM 704 correlates the status information and stored 
information. 

In step 714, SRM 704 determines the capacity, inventory and performance 
information of the SAN 702. 

In step 716, SRM 704 determines notifications. 

In step 718, user 706 receives nominations. 

In step 720, SRM 704 determines reports. 

In step 722, user 706 receives reports. 

In step 724, user 706 forwards updates to SRM 704. 

In embodiments, the communication in steps 718, 722, and 724, the SRM 
704 and user 706 takes place via a communications module of SRM 704 or other 
control logic module of SRM 704 and a user device. 

In step 726, SRM 704 revises stored information to reflect the updates. 
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In step 728, SRM 704 sends the updates to the service agents or DRAC 
e via the communications module of DRAM module of the SRM 704. 

In step 730, service agents or DRAC receive updates. 

In step 732, SRM 704 obtains update information. 

In step 734, SRM 704 sends the update information to the service agents 
or DRAC via the communications module of DRAM module of the SRM 704. 

In step 736, service agents or DRAC receive update information. 

The embodiments for the storage resource manager of the present 
invention described above are provided for purposes of illustration. These 
embodiments are not intended to limit the invention. Alternate embodiments, 
differing slightly or substantially from those-described herein, will be apparent 
to persons skilled in the relevant art(s) based on the teachings contained herein. 

Graphical User Interface Embodiments of the Storage Resource Manager 

The invention may be implemented in any communication network, 
including LANs, WANs, and the Internet. As described above, the reports of 
SRM 1 02 can be web pages. The reporting module 1 1 2, as well as the web pages 
generated by it, are independent of the service agents 124. Therefore, the 
reporting module 112 is able to provide the GUI of the present invention 
regardless of the operations of the service agents 124. For example, if the SAN 
becomes disconnected and no status information is available, then the reporting 
module 1 12 will still be able to provide that information or rather the lack of 
current status information, as well as any stored information available from 
database 106. 

Exemplary GUIs of the invention are now discussed in greater detail. 

Referring to FIG. 5, a block diagram of an example graphical user 
interface screen 500 of a storage resource manager, according to an embodiment 
of the invention, is shown. 
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Screen 500 includes a header panel 502, a system tree panel 518, and a 
database selector panel 520. Screen 500 is used to select and view the devices of 
a SAN. Screen 500 is also used to review the configuration settings and 
operating parameters of the devices of the SAN. 

Header 502 includes a home link 504, an accounts link 506, a reports link 
508, a tree link 510, a downloads link 512, a search link 514, and a log out link 
516. Home link 504 provides a button or hotspot the activation of which displays 
the main title screen of the Web site. Accounts link 506 provides a button to a 
screen (not shown) displaying a listing of users who have accounts (login and 
passwords) in the SRM 1 02. Reports link 508 provides a button to display a Web 
page listing the available reports. Tree link 510 provides a button to display the 
available system trees of panel 518. Downloads link 512 provides a button to 
display the current update information available to the SRM 1 02. Search link 514 
provides a button to display a search screen that allows a user to search for and 
find records/stored information about a specific device. Log out link 516 
provides a button to terminate a user's current session with the GUI, 

Panel 518 provides a listing of all the systems known to the invention. 
Panel 518 displays the dependancies of the systems with other systems. One or 
more SANs can be displayed in panel 518. In one embodiment, selection of a 
specific system in panel 518 updates panel 520 to show the database which stores 
information for that system. Thus, database selector panel 520 displays 
information about itself, as well as selection fields 522 which detail the current 
and historical settings and parameters of a given number of devices within the 
selected system. 

Panel 520 provided specific information about the system selected in 
panel 518. In one embodiment, panel 520 contains information about a specific 
appliance 8 1 8, when appliance 8 1 8 is selected in panel 518. Panel 520 contains 
current status information about appliance 8 1 8, as well as additional links to other 
parsed status information. For example, an alerts link can be activated such that 
a listing of notifications is displayed in panel 520. As described herein, the 
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notifications result from variances of parameters in current status information 
from either the stated parameters of a notification rule or the stored parameters 
for that device. Additional links contained in panel 520 can be: a note link, 
which links to a notes field for adding notes about the device for fiiture users; a 
history link; and a software link. 

Referring to FIG. 6, another block diagram of an example graphical user 
interface of a storage resource manager, according to another embodiment of the 
invention, is shown. 

Screen 600 includes a header panel 602, a device tree panel 618, and a 
device identity information panel 620. Screen 600 is used to select and view the 
devices of a SAN. Screen 600 is also used to reviewthe configuration settings 
and operating parameters of the devices of the SAN. 

Header 602 includes a home link 604, an accounts link 606, a reports link 
608, a tree link 610, a downloads link 612, a search link 614, and a log out link 
616. Home link 604 provides a button or hotspot the activation of which displays 
the main title screen of the Web site. Accounts link 606 provides a button to a 
screen (not shown) displaying a listing of users who have accounts (login and 
passwords) in the SRM 1 02. Reports link 608 provides a button to display a Web 
page listing the available reports. Tree link 610 provides a button to display the 
available device trees of panel 618. Downloads link 612 provides a button to 
display the current update information available to the devices managed by SRM 
102. Search link 614 provides a button to display a search screen that allows a 
user to search for and find records/stored information about a specific device. 
Log out link 616 provides a button to terminate a user' s current session with the 
GUI. 

Panel 618 provides a listing of all the devices and their dependancies to 
other devices within the SAN. One or more SANs can be displayed in panel 618. 
In one embodiment, selection of a specific device in panel 6 1 8 updates panel 620 
to show the device which has information stored about it. Thus, device identity 
information panel 620 displays information about itself, as well as device 
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parameters 622 which detail the current and historical settings and parameters of 
a given number of devices within the selected system. 

In alternative embodiments, the storage resource manager can be 
configured to operate in a semi-automated or fully automated fashion, where 
storage resources are managed by the operation of a computer algorithm. For 
instance, a user is able to designate certain notifications are requiring the 
immediate shutdown of a given device, or the given device can be shutdown 
automatically. 

Further, the computer algorithm can then re-allocate the remaining 
devices to provide the services provided by the now shutdown device. 
Alternatively, a previously inactive device can be activated to provide the 
services for the shutdown device. Further ways of managing storage resources 
will be known to persons skilled in the relevant art(s) from the teachings herein. 

It will be known to persons skilled in the relevant art(s) from the teachings 
herein that the invention is adaptable to additional or fewer GUI elements, 
additional or fewer links and/or fields. Description in these elements is provided 
for convenience only. It is not intended that the invention be limited to 
application in this example GUI. In fact, after reading the following description, 
it will become apparent to persons skilled in the relevant arts how to implement 
the invention in alternative graphical user interfaces known now or developed in 
the future. 

Example Computer System 

An example of a computer system 1040 is shown in FIG. 10. The 
computer system 1040 represents any single or multi-processor computer. In 
conjunction, single-threaded and multi-threaded applications can be used. 
Unified or distributed memory systems can be used. Computer system 1040, or 
portions thereof, may be used to implement the present invention. For example, 
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the storage resource manager of the present invention may comprise software 
running on a computer system such as computer system 1 040. 

In one example, the storage resource manager of the present invention is 
implemented in a multi-platform (platform independent) programming language 
such as JAVA 1.1, programming language/structured query language (PL/SQL), 
hyper-text mark-up language (HTML), practical extraction report language 
(PERL), common gateway interface/structured query language (CGI/SQL) or the 
like. Java™- enabled and JavaScript™- enabled browsers are used, such as, 
Netscape™, HoUava™, and Microsoft™ Explorer™ browsers. Active content 
Web pages can be used. Such active content Web pages can include Java™ 
applets or ActiveX™ controls, or any other active content technology developed 
now or in the future. The present invention, however, is not intended to be 
limited to Java™, JavaScript™, or their enabled browsers, and can be 
implemented in any programming language and browser, developed now or in the 
future, as would be apparent to a person skilled in the art given this description. 

In another example, the storage resource manager of the present invention 
may be implemented using a high-level programming language (e.g., C++) and 
applications written for the Microsoft Windows™ environment. It will be 
apparent to persons skilled in the relevant art(s) how to implement the invention 
in alternative embodiments from the teachings herein. 

Computer system 1040 includes one or more processors, such as 
processor 1044. One or more processors 1044 can execute software 
implementing routines described above, such as shown in flowchart 400. Each 
processor 1044 is connected to a communication infrastructure 1042 (e.g., a 
communications bus, cross-bar, or network). Various software embodiments are 
described in terms of this exemplary computer system. After reading this 
description, it will become apparent to a person skilled in the relevant art how to 
implement the invention using other computer systems and/or computer 
architectures. 
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Computer system 1 040 can include a display interface 1 002 that forwards 
graphics, text, and other data from the communication infrastructure 1042 (or 
from a frame buffer not shown) for display on the display unit 1030. 

Computer system 1040 also includes a main memory 1046, preferably 
random access memory (RAM), and can also include a secondary memory 1 048. 
The secondary memory 1048 can include, for example, a hard disk drive 1050 
and/or a removable storage drive 1052, representing a floppy disk drive, a 
magnetic tape drive, an optical disk drive, etc. The removable storage drive 1 052 
reads from and/or writes to a removable storage unit 1054 in a well known 
manner. Removable storage unit 1054 represents a floppy disk, magnetic tape, 
optical disk, etc., which is read by and written to by removable storage drive 
1052. As will be appreciated, the removable storage unit 1054 includes a 
computer usable storage medium having stored therein computer software and/or 
data. 

In alternative embodiments, secondary memory 1048 may include other 
similar means for allowing computer programs or other instructions to be loaded 
into computer system 1040. Such means can include, for example, a removable 
storage unit 1062 and an interface 1060. Examples can include a program 
cartridge and cartridge interface (such as that found in video game devices), a 
removable memory chip (such as an EPROM, or PROM) and associated socket, 
andotherremovablestorage units 1062 and interfaces 1060 which allow software 
and data to be transferred from the removable storage unit 1062 to computer 
system 1040. 

Computer system 1040 can also include a communications interface 1064. 
Communications interface 1064 allows software and data to be transferred 
between computer system 1040 and external devices via communications path 
1066. Examples of communications interface 1064 can include a modem, a 
network interface (such as Ethernet card), a communications port, interfaces 
described above, etc. Software and data transferred via communications interface 
1 064 are in the form of signals which can be electronic, electromagnetic, optical 
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or other signals capable of being received by communications interface 1 064, via 
communications path 1 066. Note that communications interface 1064 provides 
a means by which computer system 1040 can interface to a network such as the 
Internet. 

The present invention can be implemented using software running (that 
is, executing) in an environment similar to that described above with respect to 
FIG. 8. In this document, the term "computer program product' 1 is used to 
generally refer to removable storage unit 1 054, a hard disk installed in hard disk 
drive 1 050, or a carrier wave carrying software over a communication path 1 066 
(wireless link or cable) to communication interface 1064. A computer useable 
medium can include magnetic media, optical media, or other recordable media, 
or media that transmits a carrier wave or other signal. These computer program 
products are means for providing software to computer system 1040. 

Computer programs (also called computer control logic) are stored in 
main memory 1046 and/or secondary memory 1048. Computer programs can 
also be received via communications interface 1064. Such computer programs, 
when executed, enable the computer system 1040 to perform the features of the 
present invention as discussed herein. In particular, the computer programs, 
when executed, enable the processor 1044 to perform features of the present 
invention. Accordingly, such computer programs represent controllers of the 
computer system 1040. 

The present invention can be implemented as control logic in software, 
firmware, hardware or any combination thereof. In an embodiment where the 
invention is implemented using software, the software may be stored in a 
computer program product and loaded into computer system 1040 using 
removable storage drive 1052, hard disk drive 1050, or interface 1060. 
Alternatively, the computer program product may be downloaded to computer 
system 1 040 over communications path 1 066. The control logic (software), when 
executed by the one or more processors 1044, causes the processor(s) 1044 to 
perform functions of the invention as described herein. 
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In another embodiment, the invention is implemented primarily in 
firmware and/or hardware using, for example, hardware components such as 
application specific integrated circuits (ASICs). Implementation of a hardware 
state machine so as to perform the functions described herein will be apparent to 
persons skilled in the relevant art(s) from the teachings herein. 

Conclusion 

While various embodiments of the present invention have been described 
above, it should be understood that they have been presented by way of example 
only, and not limitation. It will be apparent to persons skilled in the relevant art 
that various changes in form and detail can be made therein without departing 
from the spirit and scope of the invention. Thus, the breadth and scope of the 
present invention should not be limited by any of the above-described exemplary 
embodiments, but should be defined only in accordance with the following claims 
and their equivalents. 
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What Is Claimed Is: 

1 . A method for managing the storage resources of a storage area network, 
comprising the steps: 

(1) receiving status information from one or more service agents; 
wherein said status information includes one or more parameters 
detailing the conditions of one or more servers, storage devices, 
or network devices within the storage area network; 

(2) accessing stored information, wherein said stored information 
includes one or more stored parameters detailing previous 
conditions of one or more servers, storage devices, or network" 
devices; 

(3) correlating said status information with said stored information, 
wherein said one or more parameters of said status information 
are matched to said one or more stored parameters of said stored 
information; 

(4) accessing a notification rule; wherein said notification rule defines 
at least one specific instance for the sending of a notification; 

(5) determining a required notification based on said notification rule; 
wherein said notification rule includes parameter values relating 
to one or more of both said one or more parameters and said one 
or more stored parameters; and 

(6) forwarding said notification to a user. 

2. A method of claim 1, further comprising the steps of: 

(7) determining capacity information from said one or more said 
parameters and said one or more said stored parameters; 

(8) determining inventory information from said one or more said 
parameters and said one or more said stored parameters; and 
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(9) determining performance information from said one or more said 
parameters and said one or more said stored parameters; 

3. A method of claim 2, further comprising the steps of: 

(10) accessing a reporting rule; wherein said reporting rule defines at 
least one specific instance for the sending of a report; 

(11) determining a required report based on said report rule and said 
one or more capacity information, inventory information, or 
performance information; and 

(12) forwarding said report according to the requirements of said 
reporting rule. 

4. A method of claim 1, wherein said one or more service agents are 
implemented within the storage area network. 

5. A method of claim 3, further comprising the steps of: 

(13) receiving one or more updates; wherein said updates include 
instructions pertaining to said one or more parameters detailing 
the conditions of one or more servers, storage devices, or network 
devices; 

(14) revising said stored information based on said one or more 
updates; 

(15) obtaining update information, wherein said update information 
includes one or more code changes; 

(16) forwarding said updates to said one or more servers, storage 
devices, or network devices; wherein said one or more parameters 
of said one or more servers, storage devices or network devices is 
altered; and 
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(17) forwarding said update information to said one or more servers, 
storage devices, and network devices; wherein said code changes 
are implemented on said one or more servers, storage devices or 
network devices. 

6. A system for managing the storage resources of a storage area network, 
comprising: 

one or more service agents for monitoring the operational conditions of 
one or more servers, storage devices, and network devices; 

a communications module for receiving status information from said one 
or more service agents; 

a database for accessing stored information about the previous operational 
conditions of said one or more servers, storage devices, and network devices; 

a correlation module for comparing said status information and said stored 
information into specific categories; 

a capacity module for determining the operating limits of said one or more 
servers, storage devices, and network devices; 

an inventory and performance module for determining the operating limits 
of said one or more servers, storage devices, and network devices; 

a notification module for notifying a user of a specific operational 
condition; and 

a reporting module for reporting system and device level operational 
conditions. 

7. A system of claim 6, further comprising: 

a direct remote access manager module that receives desired updates and 
operational condition changes from a user; and 

a direct remote access console for implementing said desired updates and 
operational condition changes. 
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8 . A system for managing the storage resources of a storage area network, 
comprising: 

first means for receiving status information from one or more service 
agents; wherein said status information includes one or more parameters detailing 
5 the conditions of one or more servers, storage devices, or network devices within 

the storage area network; 

first means for accessing stored information, wherein said stored 
information includes one or more stored parameters detailing previous conditions 
of one or more servers, storage devices, or network devices; 
10 means for correlating said status information with said stored information, 

wherein said one or more parameters of said status information are matched to 
said one or more stored parameters of said stored information; 

second means for accessing a notification rule; wherein said notification 
rule defines at least one specific instance for the sending of a notification; 
15 first means for determining a required notification based on said 

notification rule; wherein said notification rule includes parameter values relating 
to one or more of both said one or more parameters and said one or more stored 
parameters; and 

first means for forwarding said notification to a user. 

20 9. A system of claim 8, further comprising: 

second means for determining capacity information from said one or more 
said parameters and said one or more said stored parameters; 

third means for determining inventory information from said one or more 
said parameters and said one or more said stored parameters; and 
25 fourth means for determining performance information from said one or 

more said parameters and said one or more said stored parameters; 



10. A system of claim 9, further comprising: 
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third means for accessing a reporting rule; wherein said reporting rule 
defines at least one specific instance for the sending of a report; 

fifth means for determining a required report based on said report rule and 
said one or more capacity information, inventory information, or performance 
5 information; and 

second means for forwarding said report according to the requirements of 
said reporting rule. 

11. A system of claim 8, wherein said one or more service agents are 
implemented within the storage area network. 

10 12. A system of claim 10, further comprising: 

second means for receiving one or more updates; wherein said updates 
include instructions pertaining to said one or more parameters detailing the 
conditions of one or more servers, storage devices, or network devices; 

means for revising said stored information based on said one or more 
15 updates; 

means for obtaining update information, wherein said update information 
includes one or more code changes; 

third means for forwarding said updates to said one or more servers, 
storage devices, or network devices; wherein said one or more parameters of said 
20 one or more servers, storage devices or network devices is altered; and 

fourth means for forwarding said update information to said one or more 
servers, storage devices, and network devices; wherein said code changes are 
implemented on said one or more servers, storage devices or network devices. 

13. A computer program product comprising a computer usable medium 
25 having computer readable program code means embodied in said medium 

for causing an application program to execute on a computer that 
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manages the storage resources of a storage area network, said computer 
readable program code means comprising: 

a first computer readable program code means for causing a computer to 
receive status information from one or more service agents; wherein said status 
5 information includes one or more parameters detailing the conditions of one or 

more servers, storage devices, or network devices within the storage area 
network; 

a second computer readable program code means for causing a computer 
to access stored information, wherein said stored information includes one or 
10 more stored parameters detailing previous conditions of one or more servers, 

storage devices, or network devices; 

a third computer readable program code means for causing a computer to 
correlate said status information with said stored information, wherein said one 
or more parameters of said status information are matched to said one or more 
15 stored parameters of said stored information; 

a fourth computer readable program code means for causing a computer 
to access a notification rule; wherein said notification rule defines at least one 
specific instance for the sending of a notification; 

a fifth computer readable program code means for causing a computer to 
20 determine a required notification based on said notification rule; wherein said 

notification rule includes parameter values relating to one or more of both said 
one or more parameters and said one or more stored parameters; and 

a sixth computer readable program code means for causing a computer to 
forward said notification to a user. 

25 14. A computer program product of claim 13, further comprising the steps of: 

a seventh computer readable program code means for causing a computer 
to determine capacity information from said one or more said parameters and said 
one or more said stored parameters; 
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an eighth computer readable program code means for causing a computer 
to determine inventory information from said one or more said parameters and 
said one or more said stored parameters; and 

a ninth computer readable program code means for causing a computer 
to determine performance information from said one or more said parameters and 
said one or more said stored parameters; 

15. A computer program product of claim 14, further comprising the steps of: 
a tenth computer readable program code means for causing a computer to 

access a reporting rule; wherein said reporting rule defines at least one specific 
instance for the sending of a report; 

an eleventh computer readable program code means for causing a 
computer to determine a required report based on said report rule and said one or 
more capacity information, inventory information, or performance information; 
and 

a twelfth computer readable program code means for causing a computer 
to forward said report according to the requirements of said reporting rule. 

16. A computer program product of claim 13, wherein said one or more 
service agents are implemented within the storage area network, 

17. A computer program product of daim 1 5, further comprising the steps of: 
a thirteenth computer readable program code means for causing a 

computer to receive one or more updates; wherein said updates include 
instructions pertaining to said one or more parameters detailing the conditions of 
one or more servers, storage devices, or network devices; 

a fourteenth computer readable program code means for causing a 
computer to revise said stored information based on said one or more updates; 
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a fifteenth computer readable program code means for causing a computer 
to obtain update information, wherein said update information includes one or 
more code changes; 

a sixteenth computer readable program code means for causing a 
5 computer to forward said updates to said one or more servers, storage devices, or 

network devices; wherein said one or more parameters of said one or more 
servers, storage devices or network devices is altered; and 

a seventeenth computer readable program code means for causing a 
computer to forward said update information to said one or more servers, storage 
10 devices, and netwbrk devices; wherein said code changes are implemented on 

said one or more servers, storage devices or network devices. 



2/10 



Routine for Service Agents 




200 



Monitor Storage Area Network (SAN)^"^ 



-202 



Obtain Device Information 



Obtain SAN Information 



Determine Status Information 



Forward Status Information 



-204 



-206 



-208 



-210 



FIG. 2 



WO 02/25870 



PCT/US00/42337 



3/10 



Routine for Storage Resource Manager 





Receive Status information 



Access Stored Information 



Correlate Status and Stored 
Information 



Determine Capacity Information 



Determine Inventory and 
Performance Information 



Access Notification Rule(s) 



Determine Required Notification(s) 



Forward Required Notification(s) 



Access Reporting Rule(s) 



Determine Required Report(s) 



Forward Required Report(s) 



300 



-302 
-304 
-306 
-308 
-310 

^312 
^314 
-316 
-318 

-^320 
-322 



FIG. 3 



WO 02/25870 



PCT/US00/42337 



4/10 




Routine for Updating Storage Resources 




400 



Receive Update(s) 



Revise Stored Information and Rules 



Obtain Update Information 



Forward Update(s) 



Forward Update Information 



-402 



-404 



-406 



-408 



-410 



FIG. 4 



WO 02/25870 " - ' " J PCT/US00/42337 




00 



WO 02/25870 



7/10 



PCT/US00/42337 



SAN 702 




SRM 704 


Forward Status 




Receive Status 


Information 


■■ ► 

via 
Service 


Information 




+ 



Agents to 
Communications 
Module 



Correlate Status 
Information and 
Stored Information 



Determine 
Capacity, Inventory, 
and Performance 
Information 



Determine 
Notification(s) 



Determine 
Report(s) 



DSEKVoe 



-710 



-712 



-714 



-716 



-718 



-720 



Receive 
Notification(s) 



722 



Receive Report(s) 



via 

Communications 
Module or 
Control Logic 
Module 



-724- 





-730 


1 


Receive Update(s) 




Send Update(s) 


«4 




via 




communications 
Module or 
DRAM/DRAC 


Obtain Update 
Information 






u 


Receive Update 




Send Update 


Information 


M : : 


Information 



Revise Stored 




Forward Update(s) 


Information 


M 



-728 



-732 



-734 



FIG. 7 



WO 02/25870 



9/10 



PCT/US00/42337 



CL ^ 



CO 



CD 
O 
O 



LU 




NTS 


ILES 




LU 








a: 




O o 


HE 


to 
o 


o °> 


CL 




Q 


o 




a. 


o 

CL 




X 


u_ 






CL 








Q 


PX) 






ZD 






(TCP 


CL 


ER 


a: 

LU 








UJ ^ 


a: 

UJ 

> o 




— i o 




< CM 


CO 


o °> 


EE 


a: 




CO 


o 


o 




X 


CL 






CL 


TRANS 


w 
z 







o 




10/10 



PCT/US00/42337 



o o o o o o 



Processor 



O O O O O O 



.4044 



V 



nnnnnnnn 



Main Memory 
UUUUUUUU 



A046 



030 



Display Interface 




Display 


► 




-1048 



106C 



Removable 
Storage Drive 



,4054 



Removable 
Storage Unit 



Interface 


/• 




Removable 
Storage Unit 





1066 



^1062 
1068 




1064 



FIG. 10 



/ rWUS 00/42337 



A. CLASSIFICATION OF SUBJECT MATTER 






i 

According to International Patent Classification (IPC) or to both national classification and IPC 




B. FIELDS SEARCHED 


Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 H04L H04Q 


Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 


Electronic data base consulted during the international search (name of data bas< 

EPO-Internal , WPI Data, PAJ 


? and, where practical, search terms used) 


C. DOCUMENTS CONSIDERED TO BE RELEVANT 


Category • 


Citation of document, with indication, where appropriate, of the relevant passages 


Relevant to claim No. 


X 
Y 


EP 0 767 427 A (DIGITAL EQUIPMENT CORP) . 

9 April 1997 (1997-04-09) 

page 6, line 27 -page 8, line 15 

page 28, line 15 - line 57 

" -/- 


1,8,13 

2-4,6, 

9-11, 

14-16 


| )( j Further documents are listed in the continuation of box C. 


|y | Patent famBy members are listed 


in annex. 


• Special categoriesofclteddoouments: later document published alter the inlemalional filing dale 

„. , ■ , , _ - u- i.i . or Priority date and not in conflict with the application but 
'A' document defintog the general state of the art which is not cjt £, t0 i ndersland the principle or theory underlying the 

considered to be of particular relevance invention 
•E" earlier document but published on or after the international document of particular relevance; the claimed invention 

filing date cannot be considered novel or cannot be considered to 
■L' document which may throw doubts on priority c)a!m(s) or involve an inventive step when the document is taken alone 

which is cfled to establish the publication date of another .y. docume nt of particular relevance; the claimed invention 

citation or other special reason (as specified) cat\no\ be considered to involve an inventive step when the 
"O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu- 

other means ments, such combination being obvious to a person skilled 

"P* document published prior to the international filing date but m tne ait 

later than the priority date claimed document member of the same patent family 


Date of the actual completion of the international search 

25 September 2001 


Date of mailing of the international search report 

09/10/2001 


Name and mailing address of the ISA 

European Patent Office, P.B. 561 8 Palentlaan 2 
NL-2280HVRfiswijk 
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, 
Fax: (+31-70) 340-3016 


Authorized officer 

Peeters, D 



Form PCT7ISA/210 (second sheet) (July 1992) 



C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT 


Category 0 


Citation of document, with indicatlon.where appropriate, of the relevant passages 


Relevant to claim No. 


Y 


US 5 559 958 A (DIDNER JONATHAN R ET AL) 


2-4 6 




24 September 1996 (1996-09-24) 


9-11 

Zt XX, 






14-16 




column 1 line 49 -column 3 line 33: 

W I U|l III .J. y III • "V» ■ *W w I Vlll 1 II ^5 1 1 i Iv \f W « 






figure 1 






column 5 line 4 - line 44 






column 8 line 14 - line 50* fi aure 2 

v I Wll lit | III f ^ A ~ | | llv v w j II \A 1 V* 






column 9, line 50 - ltne 67; figure 2 






column 33 line 34 -column 34 line 13* 






fiaure 6A 






column 200 line 1 - line 11* fiaures 






9C 9D 13 






column 202 line 5 - line 28* fiaures 

■ Ulllll &»V/b J I 1 IIV* 11 IIV* kWW , II Mill V# 






13,14 






column 212, line 29 - line 54; figures 






9A, 10-15 




A 


DICK BANNISTER* "Comoaa Storaae Resource 


1-17 




Manager" 






STORAGE NEWS - EVALUATOR GROUP 'Online* 






vol 2 no 4 Aoril 2000 (2000-04^ 






XP002178293 






Retrieved from the Internet* 

HVtl 1 ^ V CU II VIII ■> 1 IV* All bCI KCv > 






<URL"htto*//www evaluatorarouo com/Enalish 

> V 1 » » 1 1 O V m / / II fill * w V U 1 U \J \J t VJ 1 VUif • V»X/lll/ U 1 1 VJ I I <J I I 






/Col 1 ateral s/Newsl etter/200004„News 1 etter . 






Ddf> 'retrieved on 2001-09-24' 






page 5, right-hand column 






page 6, left-hand column -right-hand 






column 











Form PCT/iSA/210 (continuation ot second sheet) (July 1992) 



• • ' / PCT/US- 00/42337 



Patent document 




PiihlJratinn 




Patent family 




Publication 


cited in search report 




date 




member(s) 




date 


tr 0/0/42/ 


A 


Art ft VI 1 AA7 

09-04-199/ 


1 IC 

Ub 


DOHODOf 


A 
A 


AC AA 1AA/I 

Uo-09-1994 








CD 

tr 




AO 
A£ 


AA AVI 1 AA7 

Uy-U4— 199/ 








AT 
Al 


1 fiO.fi 1/1 
lOUU 


T 
1 


IC 11 1 AAT 

lb~l 1-199/ 








Al t 

AU 


OQQAAQO 


A 
A 


1 A AO 1 nAO 

iy-Qo-1993 








All 

AU 


onom Q1 


A 

A 


1 A no 1 AAO 

iy-Uo-1993 








A 1 1 

AU 


oyou^yo 


A 


AC AO 1 AAO 

Ub-Uo-1993 








' All 

AU 


OAQAOAO 


A 
A 


1 A AO 1 AAO 

iy-Uo-1993 








Al 1 

AU 


oaqaviqo 


A 

A 


AC AO 1 AAO 

Ub-Uo-1993 








Al 1 

AU 


o jy*f id 


RO 


OA—A7 1 AAO 

2y-U/-1993 








Al 1 

AU 


4*5Ub2oy 


A 

A 


AO—AVI 1 AAA 

U2-U4-1990 








r\r 
DE 


OoyZo4oo 


Ul 


i 1 to i An*7 
11-12-1997 








AC 

Ut 




TO 

1 c 


1 C AVI 1 AAO 

io-u4— lyy© 








CD 

tr 


AVM 1 70Q 

0441 /yo 


A 1 

Al 


OO AO 1AAA 

22-U3-1990 








ID 

Jr 


CCAOCAC 

0bU2bUb 


T 
1 


1 7_A1_1 AAVI 

l/-Uo-iy94 








UA 

wu 


onninnu 
yuuouuo 


Al 

Al 


00 AO 1AAA 

22-u^— iyyu 








IIC 

Ub 


04/0000 


A 

A 


1 O tO 1 AAC 

12-12-iyyo 








1 IC 

Ub 


CCC77AC 

bob//yo 


A 

A 


1 7 AA 1 AAC 

i/-uy-i99o 








1 IC 

Ub 


boUoyu/ 


A 

A 


AVI—AO 1 AA7 

U4-uo~iyy/ 








Ub 


CQOOOOVl 
OOOCC.CH 


A 
A 


AO—I 1 — 1 AAQ 

u*5-ii-iyyo • 








ON 


1 a vi oqi a 
lU4«5olU 


A 

A 


1 1 A7 1 AAA 

n-u/-iyyu 








ID 

Jr 


OOOAQVI7 

22oUo4/ 


A 

A 


1 0 AO-1 AAA 

io-uy-iyyu 








CN 


i a /i vi 1 7C 
1U441/0 


A 


OC A7^_1AAA 

2b-u/-iyyu 








CN 


1 nyiyi 1 7C 


A 

A 


0C—A7—1 QOA 

2b-u/-iyyu 








ID 


OO771C0 


A 

A 


1 0_"l 1 — 1 AAA 

lo-n— iyyu 








CN 


1 A VI CCCC 
1U4O0OO 


A 


OC AA 1 AAA 

2o-uy— iyyu 








CN 


1 f\AA 1 7 VI 

1U441/4 


A 

A 


OC A7_1AAA 

2b-u/— iyyu 








TD 


22oo/o/ 


A 

A 


1 A— AA 1 AAA 

iy-uy— iyyu 








CN 


1044719 


A 


15-08-1990 








JP 


3062155 


A 


18-03-1991 


US 5559958 


A 


y-> 4 a A i AAC 

24-09-1990 


1 IC 

Ub 


C VI "71 £ 1 7 

b4/iol/ 


A 

A 


OO 11 t AAC 

2o-ii-iyyb 








IIC 

Ub 


r OOOC OO 

boZoboo 


A 

A 


07 1 A 1 AAO 

2/-lU-199o 








AT 
Al 


19ollo 


T 

1 


1 C—1 O OAAA 

lb"12-2UUU 








n A 
LA 


Ol AVI A Ot 

21U4421 


Al 

Al 


OO AO 1AAV1 

22-U2-1994 








ac 


cao OQ7 /I O 


Ul 


1 Q A1 OAA1 
lo— Ul— ZUU1 








ac 
Ut 


CAOOA7VI 0 

O9o2y/4o 


TO 

1 2 


lO AVI OAA1 

12-U4-2UU1 








CD 

tr 


UbobUo2 


AO 

A2 


AO— AO— 1 QQV1 

U2-Uo-iyy4 








ID 

Jr 


2booUOO 


DO 

d2 


ii"-uy-iyyo 


/ 






ID 

Jr 


ol/bybb 


A 

A 


OVl AC 1AAV1 

24-uo-iyy4 








AT 
Al 


1 CVIO/1 o 

104242 


T 
1 


1 C AVI 1 AAO 

ib-u4-iyyo 








r a 
LA 


OA71 O AVI 

ZU/18U4 


A1 

Al 


OC 1 O 1 AAO 

2b-12-1992 








Ut 


COOO/177E 

oy224//b 


ni 

Ul 


OO—AVl— 1 AAO. 

^o-u4~ iyyo 








ac 
Ut 


COO0V177C 

oy224//o 


TO 

1 2 


nA_nQ_i aaq 

uo-uo-iyyo 








C D 

tr 


AC O A7C A 

Ub2U/o9 


A O 

A2 


OA 1 O 1 AAO 

JU-12-1992 








OP 


5257914 


A 


08-10-1993 








US 


5367670 


A 


22-11-1994 . 





Form PCT/ISA/210 (patent family annex) (July 1992) 



THIS PAGE BLANK (uspto) 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 
□Tblack borders 

□ image cut off at top, bottom or sides 

□ faded text or drawing 

□ blurred or illegible text or drawing 

□ skewed/slanted images 

□ color or black and white photographs 

□ gray scale documents 

□'lines or marks on original document 

□ reference(s) or exhibit(s) submitted are poor quality 

□ OTHER: 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



THIS PAGE 8LAfilC(usPT0i 



